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Abstract
Purpose – Email is a rapid and cheapest medium of sharing information, whereas unsolicited email (spam)
is constant trouble in the email communication. The rapid growth of the spam creates a necessity to build a
reliable and robust spam classiﬁer. This paper aims to presents a study of evolutionary classiﬁers (genetic
algorithm [GA] and genetic programming [GP]) without/with the help of an ensemble of classiﬁers method. In
this research, the classiﬁers ensemble has been developed with adaptive boosting technique.
Design/methodology/approach – Text mining methods are applied for classifying spam emails and
legitimate emails. Two data sets (Enron and SpamAssassin) are taken to test the concerned classiﬁers.
Initially, pre-processing is performed to extract the features/words from email ﬁles. Informative feature subset
is selected from greedy stepwise feature subset search method. With the help of informative features, a
comparative study is performed initially within the evolutionary classiﬁers and then with other popular
machine learning classiﬁers (Bayesian, naive Bayes and support vector machine).
Findings – This study reveals the fact that evolutionary algorithms are promising in classiﬁcation and
prediction applications where genetic programing with adaptive boosting is turned out not only an accurate
classiﬁer but also a sensitive classiﬁer. Results show that initially GA performs better than GP but after an
ensemble of classiﬁers (a large number of iterations), GP overshoots GA with signiﬁcantly higher accuracy.
Amongst all classiﬁers, boosted GP turns out to be not only good regarding classiﬁcation accuracy but also low
false positive (FP) rates, which is considered to be the important criteria in email spam classiﬁcation. Also, greedy
stepwise feature search is found to be an effective method for feature selection in this application domain.
Research limitations/implications – The research implication of this research consists of the reduction
in cost incurred because of spam/unsolicited bulk email. Email is a fundamental necessity to share information
within a number of units of the organizations to be competitive with the business rivals. In addition, it is
continually a hurdle for internet service providers to provide the best emailing services to their customers.
Although, the organizations and the internet service providers are continuously adopting novel spam ﬁltering
approaches to reduce the number of unwanted emails, the desired effect could not be signiﬁcantly seen because
of the cost of installation, customizable ability and the threat of misclassiﬁcation of important emails. This
research deals with all the issues and challenges faced by internet service providers and organizations.
Practical implications – In this research, the proposed models have not only provided excellent
performance accuracy, sensitivity with low FP rate, customizable capability but also worked on reducing the
cost of spam. The same models may be used for other applications of text mining also such as sentiment
analysis, blog mining, news mining or other text mining research.
Originality/value – A comparison between GP and GAs has been shown with/without ensemble in spam
classiﬁcation application domain.
Keywords Genetic algorithms, Genetic programming, Support vector machine, Bayesian classiﬁer,
Naive bayes, Classiﬁcation accuracy, F-value, False positive rate, Greedy stepwise search, AdaBoost
Paper type Research paper

1. Introduction
In today’s electronic world, information sharing between the units of an organization is
necessary to be competitive and sustainable in business. Email is an essential and useful
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tool for rapid and cheap communication. It is now a popular medium for connecting people
with each other. On the other hand, spam (also known as unsolicited bulk email) is a
challenge for the researcher because its size is increasing day by day. A study has estimated
that 70 per cent of business emails are spam (Aviv). This rapid growth has caused serious
issues, such as user mailboxes ﬁlling up unnecessarily, important emails being engulfed by
unimportant ones, storage space and bandwidth is limited, and the process of sorting emails
being excessively time-consuming (Trivedi and Dey, 2013a, 2013b, 2013c, 2013d).
At present, there is increased research interest in spam classiﬁcation because of the
complexity introduced by spammers, who make it difﬁcult to distinguish between spam
(unsolicited emails) and ham (legitimate emails). Complexity may be because of attacks such
as tokenization (splitting or modifying a feature, for example, writing “free” as “f r 3 3”) and
obfuscation (hiding features by adding hyper text markup language or other codes, for
example, coding “free” as “frand#101xe” or as “FR3E”) that alter information on particular
features (Goodman et al., 2007; Lai, 2007).
Various machine learning classiﬁers have been tested and have performed well in
tackling the current classiﬁcation problems. In particular, support vector machine (SVM),
Bayesian ﬁltering and naive Bayes (NB) have performed satisfactorily in detecting spam,
although performance accuracy is still a matter of debate. Nowadays, the interest of
researchers is moving toward evolutionary algorithms (Cantú-Paz, 2007; Raymer et al., 2000;
Trivedi and Dey, 2013a, 2013b, 2013c, 2013d) because of their potential for feature selection
and for classiﬁcation.
In this study, a comparative analysis is performed between two classiﬁers, genetic
algorithm (GA) and genetic programming (GP), with and without boosting. The results of
these algorithms are then compared with those of other machine learning classiﬁers
(Bayesian, NB and SVM).
GA is continuously tested in the literature because of its interesting operators that obtain
new individuals by combining old individuals with the help of evolutionary principles such
as selection (searching the ﬁttest individual) and reproduction (merging and altering old
individuals). At the same time, GP, which also uses evolutionary learning techniques, is
attracting interest from researchers in this domain (Banzhaf, 1998). GP is a heuristic
technique that permits complex representations of patterns (for example, in the form of
decision trees [DT]). One characteristic of GP that makes it promising for classiﬁcation
purposes is its ﬂexibility, which allows it to adapt techniques according to the requirements
of a particular problem.
Boosting algorithms create a single classiﬁer from a number of weak classiﬁers (Bauer
and Kohavi, 1999). In this study, the AdaBoost technique is used for boosting, and the
GreedyStepwise search is used, as it is the feature selection technique that obtains the most
informative feature subset.
The rest of this paper has been organized in the following way: Section 2 summarizes
previous work connected with this research. Section 3 describes the structure of a spam
classiﬁer. Section 4 presents the machine learning classiﬁers used in this study. Section 5
discusses the results of this research, and Section 6 presents its conclusions.
2. Related work
A number of studies have been carried out in the area of text classiﬁcation, and various
machine learning classiﬁers have shown their potential. This study focuses on email spam
classiﬁcation, an area where evolutionary algorithms are an appealing choice. This section
summarizes the literature related to relevant classiﬁers that have been tested on various
data sets.

A plethora of research has been conducted into methods of robust email spam detection
(Fdez-Glez et al., 2016), including SVM (Cortes and Vapnik, 1995), C4.5 DT (Quinlan, 1993),
Bayesian networks (Friedman et al., 1997) and random decision forests (RF) (Breiman, 2001).
Among these, machine learning algorithms, SVM and RF are the most commonly used
models (Patil and Patil, 2015; Jia et al., 2012; Meda et al., 2016).
Probabilistic classiﬁers (Bayesian and NB) are popular in the area of classiﬁcation. They
provide a cost-sensitive evaluation by observing the degree of conﬁdence of the
classiﬁcation. Sahami et al. (1998) incorporated an NB classiﬁer and a bag-of-words (BoW)
approach to represent features of an email data set. They included some complex features
(such as “FREE!” and “f r 3 3”), domain name features, and non-alphabetic features to
improve classiﬁcation accuracy. The iFile ﬁlter (Rennie, 1998) uses NB to develop
appropriate folders for email; it constructs three different folders for each email according to
the features selected by the use of stemming, removal of stop words and implementation of
document frequency thresholds. The SpamCop system (Pantel and Lin, 1998) also uses an
NB approach to spam ﬁltering. Parveen and Halse (2016) carried out a comparative analysis
of various data mining techniques in the spam classiﬁcation application domain, and they
suggest that an NB classiﬁer provides good accuracy in comparison to the other classiﬁers
tested in their study.
SVM is a promising classiﬁer for text and email. A comparative study by Drucker et al.
(1999) compared SVM with various machine learning classiﬁers and predicted that SVM
and boosted DT were the best classiﬁers in terms of performance accuracy and speed
(although boosted DT was slower than SVM). Trivedi and Dey (2013a, 2013b, 2013c, 2013d)
observed the effects of different kernel functions for improving the learning capability of
SVM and identiﬁed NormalizedPolyKernel as the best.
Nowadays, evolutionary classiﬁers GA (Liu et al., 2003; Li, 2009) and GP (Shengen et al.,
2011) are being widely tested in classiﬁcation research because of their capacities for feature
selection and classiﬁcation. These classiﬁers work with interesting rules performed by the
reproduction, mutation and crossover operators. A comparative study by Trivedi and Dey
(2013a, 2013b, 2013c, 2013d) compared GA with various other machine learning classiﬁers.
Also, in 2013, Trivedi and Dey implemented an enhanced GP approach and compared it with
various machine learning classiﬁers; in this case, enhanced GP was found to be the best.
A further study by Trivedi and Dey (2013a, 2013b, 2013c, 2013d) focused on boosting
approaches and their effects on probabilistic classiﬁers; they found that this method helps
classiﬁers by boosting their performance, even with a small subset of the most informative
features. Datta et al. (2015) worked on video trafﬁc classiﬁcation with J48 and AdaBoost,
where they did experiments on Google Hangout data with 2.5 packet collection and obtained
99.99 per cent accuracy. Gashti (2017) tested various DT-Classiﬁcation & Regression Trees
(CART), SVM, NB and multilayer perceptron for spam email classiﬁcation and obtained
accuracy rates of between 87.05 and 100 per cent for the CART algorithm. Work by Shah
and Kumar (2018) incorporating the ID3 DT and other machine learning models obtained
good accuracy of up to 83.92 per cent. Goh and Singh (2015) proposed RF integrated with the
real AdaBoost algorithm (Schapire et al., 1998) and used it in the classiﬁcation of webspam;
the results showed that performance had been greatly improved by the integration of
AdaBoost.
3. Machine learning classiﬁers
3.1 Boosting with AdaBoost
The origin of boosting techniques is bootstrapping (Trivedi and Dey, 2013a, 2013b, 2013c,
2013d; Wu, 1986). The fundamental purpose of bootstrapping is to reassess the accuracy of
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an estimate. It is a statistical sample-based method that consists of drawing randomly from
a data set with replacement. In the classiﬁcation domain, some boosting algorithms have
shown their potential in terms of strengthening the accuracy of the classiﬁers.
Adaptive boosting works to reweight the data as an alternative to random sampling.
This technique develops a concept of building ensembles for improving the performance of
the classiﬁers. AdaBoost (Trivedi and Dey, 2013a, 2013b, 2013c, 2013d) learn with the
x
collection of output Mx of weak classiﬁers Gm
t and then predict a decision, which forms the
x
ﬁnal classiﬁer Gt .
3.2 Algorithm for boosting classiﬁers
Input: Training set Ty = t1,t2,t3. . .tn with ti = (xi,yi); number of
sample version of training set B
Output: An appropriate classiﬁer for the training setGxt
I. Initialize the weights wti ¼ N1 ; i [ {1,2,3,. . .N}.
II. From m =1,2,3,. . .Mx
x
a) train the weak classiﬁer Gm
t with the training outset using
t
weightswi
XN

xi
wt I yi 6¼ Gm
t
m
i¼1 i
b) calculate the error term Error ¼
XN
wt
i¼1 i

1 Em
c) calculate weight contribution u m ¼ 0:5log Em rror
rror


xi
d) substitute wti
and Renormalize
wti Exp u ðmÞ I yi 6¼ Gm
t
X
wti ¼ 1.
i

III. The ﬁnal classiﬁer is:

0

Gxt ¼ u m sign@

Mx
X
m¼1

1

xA
:
Gm
t

(1)

3.3 Genetic algorithm-based classiﬁers
GA uses the concept of iterative learning that was initially proposed by Holland (1975). This
algorithm works on a principle similar to that of genetic models of natural systems. Initially,
it uses individuals from a constant population to search a sample of space. A ﬁtness function
is developed to evaluate each individual. Thereafter, the following operators are used to
produce new individuals:
Selection operator: This operator selects outperforming individuals from the set of
individuals to produce “offspring” (Holland, 1975).
Crossover operator: This operator selects a random point within the two-parent gene
structure and exchanges parts of the parent to create new individuals. This operator thus
generates two high-performing individuals by combining the properties of two old
individuals.
Mutation operator: This operator obtains a new individual by arbitrarily altering the
properties of an old individual. It works on the concept of population perturbation theory,
which involves providing new information to the population. It also helps to evade any
stagnation that may occur during the search process.

3.4 Genetic programming-based classiﬁers
GP is usually represented by a tree-based structure (Kishore et al., 2000) in which a binary
tree is used to represent an individual. A non-leaf node of the tree serves as the operation
carried out on terminals of leaf nodes. Two types of the terminal can be identiﬁed: feature
terminals and numeric/constant terminals. Feature terminals are basically identiﬁed as
transformed link-based features selected from the training set of ham and spam web emails,
such as log of in degree, log of out-degree or page rank. Numeric or constant terminals are
some predeﬁned number in the range from 0.0 to 1.0. The simple arithmetic operations þ, ,
 and  are performed by internal nodes where þ, and  operators simply perform
according to their basic meanings but the  operator is reserved for “protected” division (i.e.
when divided by zero, the result is zero). Some additional operators can be used, such as log,
sin and cosine. It has been shown that the use of simple arithmetic operators achieves higher
accuracy and signiﬁcantly reduces the cost of computation (Kishore et al., 2000).
Tree-based GP follows predeﬁned rules that are divided into two parts: antecedent and
consequent. The antecedent works with a collection of conditions for predicted features and
the consequent includes predicted classes. Generally, a condition can be performed by
binary relational operators (=, =, <, >, # and ) and used to compare the value of one
feature with another feature. GP individuals can use any kind of operator, and hence, a
complex condition can be handled easily. GP uses a discriminant function that is deﬁned by
some mathematical expression in which different kinds of operator and function are applied
to the features of the data instances that are to be classiﬁed. Mutation and crossover
operators are used to recombine individuals to create new individuals.
3.5 Fitness function
The ﬁtness function is calculated to evaluate the ﬁtness of each individual; hence, an
individual must be capable of classifying a set of instances. The ﬁtness function F(Ix) for any
individual Ix can be represented as Accuracy(Ix,DEmails) and deﬁned in the following
equation (2):
 The number of examples of DEmails that are correctly classified by Ix
Accuracy Ix ; DEmails ¼
jDEmails j
(2)
where DEmails is the email data set.
3.6 Algorithm for genetic programming
Input: Training set Tx, number of individuals Nx, maximum depth of
binary tree Dx and number ofgenerations Rx
Output: A best individual with a unique discriminant function
I. Initialize population Px from randomly generated individuals
with respect to Nx and Dx.
II. Assign values for operators mutation (mx =0.07), crossover
(cx=0.9), new program (Np = 0.03), and reproduction (rp =0.0).
III. Compute ﬁtness function F(Ix) for individuals Ix, where Ix [ Px
with training set Tx.
IV. Execute genetic operators:
a. Reproduction operator: choose the two ﬁttest individuals
from the population Px and include them in the new population
Pnx .
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b. Mutation operator: apply to a randomly selected individual
to compute its ﬁtness for mutation, compare it with the best
ﬁt individual, and put it in the new population Pnx .
c. Crossover operator: Apply to the two ﬁttest individuals
selected above. The properties of the parent individuals are
exchanged to form two offspring. Compute the ﬁtness value
of these new offspring, compare, and then put them in the new
population Pnx .
d. Repeat until jPxj< Nx.
V. Let P x ¼ Pnx , Pnx ¼ f , and rp = rp þ1.
VI. Repeat until rp < Rx.
VII. Evaluate and compare the ﬁtness function of every individual
in population Px with training set Txto observe the best
output.

3.7 Probabilistic classiﬁers
The idea
a
n (1998), who suggested
o
 of probabilistic classiﬁers was introduced by Lewis
j
j
j
j
j
ci
term P dj , which is the probability of document vector d ¼ w1 ; w2 ; w3 ; . . . ; wn words
falling within a certain category ci and is measured by an equation based on Bayes’ theorem:
 
j
 
P ðci Þ*P dci
ci
P j ¼
(3)
d
P ðdj Þ
Where P(dj) is the probability of arbitrarily selected document dj and P(ci) is the probability
of arbitrarily selected document dj falling in the speciﬁc category ci This classiﬁcation
method is known as a “Bayesian classiﬁer.”
In case of a high-dimensional data vector dj, the Bayesian classiﬁer is limited in its
capability. It makes an assumption in which two randomly selected words/features of the
data vector dj are considered to be independent of each other. The given equation is the
modiﬁed classiﬁer with the said assumption:
!
 
n
Y
wjl
dj
(4)
P l :
P i ¼
c
c
l¼1
This equation, which is popular in the ﬁeld of classiﬁcation, is called a modiﬁed Bayesian
classiﬁer or NB.
3.8 Support vector machine classiﬁers
SVM is a popular classiﬁer that works on the principles of statistical learning theory and
structural maximization (Vapnik, 1999). It is a well-accepted classiﬁer because of its
potential for dealing with high-dimensional data using a speciﬁc kernel function.
SVM separates the classes (positive and negative) by the maximum margin created by a
hyperplane. Consider a training set X = {xi, yi}, where xi [ Rn and yi [ {þ1, 1}, which
implies a unique class for the ith training sample. This study takes þ1 for the class of spam
and 1 as the class of ham. The ﬁnal classiﬁcation output is obtained from the following
equation (5):

y ¼ w:x

b

(5)

where y is the ﬁnal classiﬁcation output, w is the normal vector comparable to those in the
feature vector x, and b is the bias parameter observed by the training process. The classes
are separated by the following equations (6) and (7):
1
minimize kwk2
2
subject to yi ðw:x

bÞ  1; 8i:

(6)
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(7)

3.9 Kernel selection for support vector machine
An appropriate selection of kernel function is essential for unique applications of SVMbased classiﬁcation. A good choice of kernel function affords to learn potential to SVM.
Various kernel functions have been discussed in the literature; our research incorporates a
normalized polynomial kernel.
4. Structure of an email classiﬁer
The information for an email ﬁle is divided into the header (general information, such as
subject, sender, and recipient) and the body (the main content of the email) (Figure 1). This
study focuses only on the email body.
4.1 Preprocessing
Preprocessing (Sergienko et al., 2017) is performed on incoming email ﬁles to transform
strings of characters into a representation suitable for the classiﬁcation algorithm (Figure 1,
Tables I and II).
Figure 1 clearly depicts the structure of a spam classiﬁer in which an email ﬁle with
header and body goes for preprocessing. In this research, only the body is included, as this
part of the email contains the main content. Preprocessing consists of tokenization
(extraction of the words from the email ﬁle), removal of stop words (removal of words such
as articles and prepositions that often occur in email ﬁles) and lemmatization (reducing a
word to its normal form, for example, reducing “boosting” and “boosted” to “boost”) (Patel
and Patel, 2017). After the feature extraction process, feature selection is used to select the

Figure 1.
Structure of a spam
classiﬁer
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Table I.
Most informative
feature selection
process (Enron data
set)

Table II.
Most informative
feature selection
process
(SpamAssassin data
set)

informative features of the words. In this study, the GreedyStepwise feature subset selection
method is used. After the selection of all the informative features, feature representation is
carried out. In this study, the binary feature representation method is used to construct a
term-document matrix (TDM). Machine learning models are trained and validated through
several performance evaluation metrics. The subsequent sections describe in detail the
component steps of a spam classiﬁer.
4.2 Dimensionality reduction
The major problem in spam classiﬁcation is the high dimensionality (Trivedi and Dey, 2016)
of the feature space, where one dimension of a unique word is found in many ﬁles. This large
set of feature space creates difﬁculty for standard classiﬁcation methods because the
computation process is costly and the results are unreliable. Therefore, this large feature
space will have to be reduced. The reduction process is known as dimensionality reduction
and is carried out by a process of feature selection.
4.2.1 Feature subset selection. This technique (Trivedi and Dey, 2016; Tripathi and Trivedi,
2016) is applied directly after the dimensionality reduction of the TDM. GreedyStepwise search is
used in this study because of its capacity to search informative features.
4.2.2 GreedyStepwise subset search. The greedy algorithm (Caruana and Freitag, 1994;
Trivedi and Dey, 2016) takes the form of an iterative process and features are measured
iteratively in each step. The aim of this process is to produce the best informative feature for
the model. Stepwise regression is used for the evaluation process. Three different methods
are available for the selection of the best feature: forward selection (adding the best
informative features), backward selection (removing the worst features) and the mixed
method (a combination of forwarding and backward selection). For the termination of the
feature selection process, some measures such as p-value are used to determine whether all
the best-observed features have been added to the model or whether any valuable feature
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After feature selection
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Enron
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. . .. . .. . .. . .
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. . .. . .. . ...
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Deliver
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. . .. . .. . .. . ..

SpamAssassin
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Communication
Geneva
Jalapeno
Users
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. . .. . .. . ...

remains to be added. In this study, 49 informative features from the Enron data set (Table I)
and 36 informative features from the SpamAssassin data set (Table II) are selected.
4.3 Feature representation
An important component in text classiﬁcation research is feature representation (Tripathi
and Trivedi, 2016; Wu et al., 2016). In email ﬁles, the text is generally obtained from the body
of the message but sometimes the header and the subject line may also be considered. One
popular representation technique is the BoW model, also known as the vector space model.
Other approaches, such as character N-gram, are also used for representation but have not
been tested speciﬁcally for the purposes of spam classiﬁcation. Selected features may be
represented using a binary representation method in which email ﬁles and words together
form the binary matrix known as a TDM. This method is known as the term weighting
method. The binary matrix contains binary values (1 and 0), where 1 indicates the presence
of the particular feature or word in a speciﬁc email ﬁle and 0 indicates its absence.
The term weighting method is the choice of this research. Let us suppose that each email
ﬁle is represented as a column vector Dx deﬁned by the words extracted from the email ﬁles
(i.e. Dx = (W1, W2, W3, . . ..) where wi is the ith word/feature of the email document dx) (Aas
and Eikvil, 1999). The combination of all email documents and words forms an M  N
matrix, where M represents the number of distinct features and N represents the number of
email instances. Table III represents the term-document relationship as a matrix aij that is
deﬁned as the degree of relationship between word i (column) and email ﬁle j (row).
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4.4 Experimental design
4.4.1 Data sets. This research includes two different data sets produced from two different
sources. It focuses on the Enron email data set for analysis; thereafter, the SpamAssassin
data set is used for validation of the results obtained from the ﬁrst data set.
4.4.1.1 Enron email. The main data set of this study is the Enron email data set, which
contains 6,000 email ﬁles with a 50 per cent spam rate. Of the six existing versions of the
Enron data set, versions ﬁve and six are selected for this study on the basis that the
1

Step

Submit

Taint

Thousands

Top

Total

Trading

Transaction

2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17

0
0
0
0
0
0
0
0
1
0
0
0
0
0
0
0

0
0
0
0
0
0
0
0
1
1
0
0
0
0
0
0

0
0
0
0
0
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0
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0
0
0
0
0
0
0
0
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0
0
0

0
0
0
0
0
0
1
0
0
0
0
0
0
0
0
0

Table III.
Term-document
binary representation
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complexity of the attacks found in the features of these email ﬁles allows the strength of
the classiﬁers to be thoroughly tested.
4.4.1.2 SpamAssassin. The second data set of this study, SpamAssassin (Trivedi and
Dey, 2013a, 2013b, 2013c, 2013d, 2014) is used to validate the results obtained from the ﬁrst
data set. SpamAssassin was obtained from a collection of unsolicited email, some older and
some newer. In total, 4,700 ﬁles with a 50 per cent spam rate are selected at random for this
study. The data set contains some easy email ﬁles (i.e. simple to classify) and hard email ﬁles
(i.e. ﬁles with complexities). In this study, these ﬁles are mixed to generate 2,350 ham and
2,350 spam ﬁles.
4.4.2 Instruments for evaluation. This study incorporates three performance metrics:
accuracy, F-value and false positive (FP) rate.
4.4.2.1 Accuracy. Accuracy is deﬁned as the ratio of total correctly classiﬁed text emails
to the total text emails, represented by the following equation (8):
Accuracy ¼

Total Correctly Classified Emails
:
Total Emal Files

(8)

4.4.2.2 F-value. The F-value is calculated from the harmonic sum of precision (the fraction of
retrieved classiﬁed emails that are relevant) and recall (the fraction of accurate classiﬁed
emails that are retrieved), represented as follows:
F ðvalueÞ ¼

2 * Precision * Recall
:
Precision þ Recall

(9)

4.4.2.3 False positive rate. The FP rate measures the sensitivity of accurate classiﬁcation
and tells us how many positive instances are misclassiﬁed. It is represented as follows:
False Positive ¼

Misclassified Legitimate Emails
ð Misclassified þ Correctoly ClassifiedÞ Legitimate Emails:

(10)

4.4.3 Design parameters. In this study, we use a JAVA and MATLAB environment on a
Windows 7 operating system to test the selected classiﬁers. After preprocessing (feature
extraction and feature search), the 49 most informative features for the Enron corpus and the
36 most informative features for the SpamAssassin corpus are selected for training the
classiﬁers. The whole corpus is split so that 66 per cent of the ﬁles are used for training and
34 per cent for testing.
The manual method used in this study to tune the parameters for the evolutionary
algorithms is given in Table IIV.
5. Results and discussion
To evaluate the performance of the classiﬁers, tests were run on the Enron (versions 5 and 6)
and SpamAssassin data sets. Tables V and VI and Figures 2 and 3 present a comparative
analysis of the GA and GP classiﬁers with and without boosting. Tables VII and VIII and
Figures 4 and 5 present a comparative analysis of evolutionary classiﬁers with other
popular classiﬁers (Bayesian, NB and SVM). The performance is shown in terms of
accuracy, F-value and FP rate.

5.1 Analysis of classiﬁers based on evolutionary algorithms
Table V and Figure 2 show that initially when the classiﬁers were tested on the Enron data
set, both evolutionary algorithm-based classiﬁers (i.e. GA and GP) gave weak observations
but the result for GA was better than the result for GP. In this case, performance accuracy
rose to 87.6 per cent for GA and 76.1 per cent for GP. To boost the performance of the
classiﬁers further, this study performed numerous iterations and incorporated a boosting
strategy (i.e. AdaBoost). After several iterations, both classiﬁers gave contrary indications,
showing the potency of GP and proving that GA is a weak classiﬁer. GP achieved the best
result after 40 iterations, with 94.1 per cent accuracy; GA results were very poor, with an
accuracy of 80.7-87.6 per cent.

Parameters
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Value
x

Target ﬁtness [F(I )]
Maximum generation (Rx)
Maximum tree depth (Dx)
Mutation rate (mx)
Crossover rate (cx)
New program generation (Np)
No. of classiﬁers for ensemble generation (Mx)

90%
20
5
7%
90%
3%
1-50

Table IV.
Manual tuning of
parameters for
evolutionary
algorithms

Boosting with AdaBoost
Enron data set
Performed iterations
1
5
10
20
30
40
45
50

GA

GP

Acc. (%)

F-value (%)

Acc. (%)

F-value (%)

87.6
83.1
81.5
80.7
81.5
82.5
82.5
81.4

87.5
83.1
81.5
80.7
81.5
82.5
82.6
81.4

76.1
91.1
92.4
93.6
93.7
94.1
93.9
93.8

76.0
91.1
92.4
93.6
93.7
94.1
93.9
93.8

Table V.
Accuracy and Fvalue of classiﬁers
tested on Enron data
set (with boosting)

Boosting with AdaBoost
SpamAssassin data set
Performed iterations
1
5
10
20
30
40
45
50

GA

GP

Acc. (%)

F-value (%)

Acc. (%)

F-value (%)

96.5
85.3
95.9
95.9
92.3
95.9
96.0
93.2

96.6
85.3
96.0
95.9
92.3
95.9
95.9
93.2

92.7
95.6
96.3
97.9
98.1
98.2
97.9
97.8

92.7
95.6
96.4
98.0
98.2
98.2
97.8
97.8

Table VI.
Accuracy and Fvalue of classiﬁers
tested on
SpamAssassin data
set (with boosting)
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Figure 2.
Accuracy and Fvalue for Enron data
set (with boosting)

Figure 3.
Accuracy and Fvalue for
SpamAssassin data
set (with boosting)

Greedy search
In (%)
Classifiers
Bayesian
NB
SVM
Table VII.
GA
Accuracy and FBGA
value of all classiﬁers GP
(both data sets)
BGP

Enron
Acc. (%)

F-value (%)

Acc. (%)

93.0
92.9
93.8
87.6
82.5
84.8
94.1

93.1
92.9
93.8
87.5
82.5
84.8
94.1

97.0
96.7
97.8
96.5
95.9
92.3
98.2

SpamAssassin
F-value (%)
97.1
96.7
97.8
96.5
95.9
92.3
98.2

The results for the classiﬁers tested on the SpamAssassin data set validate the results from
the Enron data set (Table VI and Figure 5). In this case, GP initially showed worse
performance than GA, with an accuracy of 92.7 per cent for GP and 96.5 per cent for GA.
After numerous iterations, however, the performance of GP increased dramatically, whereas

the performance of GA deteriorated. Over 40 iterations, GP gave the best result, with 98.2 per
cent accuracy, and the GA results were disappointing, with accuracy of 85.3-96.5 per cent.
5.2 Comparison with various machine learning classiﬁers
A comparative study was performed between the evolutionary classiﬁers (GA, GP, boosted GA
(BGA) and boosted GP [BGP]) and some other popular classiﬁers (Bayesian, NB and SVM).
Table VII and Figure 4 present the results of all the classiﬁers that were tested on the Enron
data set. The results show that the BGP classiﬁer performed better than the others, with 94.1
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Greedy search
FP rate

In (%)
Classifiers

Enron

SpamAssassin

Bayesian
NB
SVM
GA
BGA
GP
BGP

1.8
4.4
2.8
22.5
14.9
1.3
2.7

3.6
4.5
1.0
2.6
1.6
1.9
1.0

Table VIII.
FP rates for all
classiﬁers (both data
sets)

Figure 4.
Accuracy and Fvalue for all
classiﬁers (for both
data set)

Figure 5.
FP rates for all
classiﬁers (both data
sets)
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per cent performance accuracy. The BGA was the worst classiﬁer, with 82.5 per cent accuracy.
The SVM and Bayesian classiﬁers were the second and third best, respectively.
Table VII and Figure 4 show the results of the same classiﬁers tested on the
SpamAssassin data set. The results from this data set strongly corroborate the observations
from the ﬁrst data set. In this case, BGP again showed its potential, with 98.2 per cent
performance accuracy. BGA was disappointing, with 95.9 per cent accuracy.
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5.3 False positive rates
Table VIII and Figure 5 demonstrate the FP rates. For a good classiﬁer, the value of this
metric should be as low as possible. In the case of the Enron data set, if we consider both
metrics (accuracy and FP rate) simultaneously, BGP is seen to be excellent, with a 2.7 per
cent FP rate. The GP and Bayesian classiﬁers are shown to be good on the basis of their FP
rates but they had the worst accuracy. GA and BGA again performed poorly, with FP rates
of 22.5 and 14.9 per cent, respectively.
The same classiﬁers tested on the SpamAssassin data set produced results that
disagreed with those from the ﬁrst data set. In this case, the BGA classiﬁer was the best in
terms of both metrics, with an FP rate of 1.0 per cent. The reason for this discrepancy may
be the complexity of the Enron data set in terms of attacks incorporated by spammers.
5.4 Tenfold cross-validation of accuracy and F-values
Cross-validation is a technique for assessing classiﬁcation models by splitting the data set
into a training set to train the models and a test set to evaluate them. In the tenfold crossvalidation method (Moreno-Torres et al., 2012), the data set is randomly split into 10
subsamples of equal size. From these 10 subsamples, a single subsample is used as the
validation data for testing the model and the remaining nine subsamples are taken as
training data. The cross-validation process is then repeated 10 times, with each of the 10
subsamples used exactly once as validation data. The 10 results are then averaged to obtain
a single estimation. The advantage of this method is that all observations are used for both
training and validation, and each observation is used for validation exactly once.
Table IX shows the results for accuracy and F-value of the evolutionary classiﬁers and
the other classiﬁers obtained after the tenfold cross-validation process was carried out on
the Enron and SpamAssassin email data sets. The results of the cross-validation strongly
support the results obtained in the 66/34 per cent training and testing data split method.
Following analysis of the results, four main observations can be made.
Observation 1: GP with AdaBoost performed better than other classiﬁers tested in this
study, with 94.2 per cent accuracy for the Enron data set and 98.5 per cent accuracy for the

Enron

Table IX.
Accuracy and Fvalue of all classiﬁers
(both data sets,
tenfold crossvalidation)

Classifiers

Acc. (%)

F-value (%)

Acc. (%)

Bayesian
NB
SVM
GA
BGA
GP
BGP

93.4
93.2
93.9
88.1
83.1
85.2
94.2

93.3
93.2
93.9
88.1
83
85.1
94.1

97.8
97.1
98.3
96.9
96.2
93
98.5

SpamAssassin
F-value (%)
97.7
97.1
98.2
96.9
96.2
93
98.5

SpamAssassin data set. However, SVM results were comparable at their best, with 93.9 per
cent accuracy for the Enron data set and 98.3 per cent accuracy for the SpamAssassin data set.
Observation 2: When GA and GP are compared in the absence of boosting, GA turns out
to be the better classiﬁer, with 88.1 per cent accuracy for the Enron data set and 96.9 per cent
accuracy for the SpamAssassin data set, compared to GP’s 85.2 per cent for Enron and 93.0
per cent for SpamAssassin.
Observation 3: When GA and GP are compared in the presence of AdaBoost, BGP is
shown to be a better classiﬁer than BGA, with 94.2 per cent accuracy for the Enron data set
and 98.5 per cent accuracy for the SpamAssassin data set, compared to BGA’s 83.1 per cent
for Enron and 96.2 per cent for SpamAssassin.
Observation 4: With boosting, the training of GP was shown to be good, and its accuracy
increased to approximately 5.1 per cent for the Enron data set and 2.8 per cent for the
SpamAssassin data set. However, for GA after boosting, performance went down by 3.0
per cent for Enron data set and 0.4 per cent for SpamAssassin data set.
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5.5 Wilcoxon signed-rank test (for matched data set)
This study also used the Wilcoxon signed-rank test (Hu et al., 2016) to further verify the
predictive accuracy of the evolutionary classiﬁers and the other classiﬁers used in this
study. The Wilcoxon signed-rank test was used to check whether the results of the two
classiﬁers are signiﬁcantly different or not (Demšar, 2006). The null hypothesis is that the
predictive capabilities of the two classiﬁers are the same, in which case the mean difference
of the accuracy of the classiﬁers would be zero. In this study, all the machine learning
classiﬁers were tested on each data set; the Wilcoxon signed-rank test was ﬁrst performed
on the Enron data set and then on the SpamAssassin data set. Tables X and XI show the pvalues of pairwise machine learning classiﬁers based on the F-values for both data sets, with

p-values*

NB

SVM

GA

Bayesian
NB
SVM
GA
BGA
GP

0.34

2.9E 5
2.0E 6

1.86E 09
1.86E 09
2.0E 6

BGA
2.0E
2.0E
2.0E
1.86E

GP
6
6
6
09

1.86E
1.86E
1.86E
1.86E
3.73E

BGP
09
09
09
09
09

8.01E 08
3.73E 09
0.001483
2.0E 6
2.0E 6
2.0E 6

Note: *Wilcoxon’s signed-rank test is performed on the 95 per cent conﬁdence level

p-values*

NB

SVM

GA

BGA

GP

BGP

Bayesian
NB
SVM
GA
BGA
GP

1E 04

3E 05
2E 06

5E 05
0.09166
1.90E 09

2E 06
7E 06
2E 06
0.021

2E 06
2E 06
2E 06
1.90E 09
2E 06

1.86E 09
2E 06
5E 06
2E 06
2E 06
2E 06

Note: *Wilcoxon’s signed-rank test is performed on the 95 per cent conﬁdence level

Table X.
Wilcoxon’s signedrank test between
each pair of
classiﬁers on the
Enron data set (Fvalues)

Table XI.
Wilcoxon’s signedrank test between
each pair of
classiﬁers on the
SpamAssassin data
set (F-values)
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the p-values that are signiﬁcant (i.e. p > 0.05) shown in bold. Five observations can be made
on the basis of this analysis.
Observation 1: In terms of F-values for the two data sets, most of the pairwise machine
learning classiﬁers showed signiﬁcant differences from the others (p < 0.05), with only a
small number of exceptions (p > 0.05).
Observation 2: For the Enron data set, the differences between the Bayesian and NB
classiﬁers were not signiﬁcant (p > 0.05), and hence, the performance capability of both
classiﬁers is comparable. For the SpamAssassin data set, the differences between GA and
NB were not signiﬁcant (p > 0.05), and hence, the performance capability of both classiﬁers
is comparable.
Observation 3: BGP turns out to be a good classiﬁer in comparison to the other classiﬁers
included in this study, as the p-value of the BGP classiﬁer is higher than the other paired
classiﬁers. Hence, in respect to F-value, the performance capability of BGP classiﬁer is
stronger than that of the other classiﬁers.
Observation 4: When the test of signiﬁcance is carried out between the GA and GP
classiﬁers in the absence of boosting, the p-value is high for both classiﬁers. Hence, in
respect of F-values, GA without boosting is comparable with GP for both data sets.
Observation 5: When the test of signiﬁcance is carried out between the GA and GP
classiﬁers in the presence of boosting, the p-value is high. Hence, in respect of F-values, BGP
is better than BGA for both data sets.
6. Conclusion, research implications and limitations
Evolutionary algorithm-based classiﬁers are now very familiar in the literature because of
their interesting rules. This study has shown the strength of wrapper feature search
algorithms; the GreedyStepwise feature search method obtained as a smaller number of best
informative features and the GA classiﬁer demonstrated its potential for accurate
classiﬁcation. GA and GP classiﬁers were tested in this study, with and without boosting.
Over numerous iterations, GP showed excellent classiﬁcation strength with the help of the
boosting strategy; GA initially gave satisfactory results compared to GP but, after
numerous iterations, its performance deteriorated and did not approach the level of
performance of GP. When comparison was made with various other classiﬁers, BGP again
proved its potential with excellent performance, with the SVM and Bayesian classiﬁers the
second and third best, respectively. BGP also showed its strength insensitivity of
classiﬁcation; in each iteration, its FP rate was always the lowest value.
To validate the performance of the evolutionary classiﬁers and the other machine
learning classiﬁers, tenfold cross-validation of accuracy and F-measures was performed. In
the validation process, the results strongly corroborated the results obtained from the 66/34
per cent training and testing split. Further, to check the signiﬁcance of the differences in
performance accuracy and F-measure between the evolutionary classiﬁers and the other
machine learning classiﬁers, the Wilcoxon signed-rank test of matched data were performed
for both data sets. The results suggest that most of the differences were signiﬁcant at the 95
per cent conﬁdence level (p < 0.05), with only a small number of exceptions (p > 0.05). This
study, therefore, concludes that GP, with AdaBoost algorithms and boosting with
resampling, is good for classifying spam and ham emails.
In the future, the same classiﬁers could usefully be tested on other data sets. Further
studies might also be carried out to check the credibility of GP by means of comparative
analysis with other machine learning classiﬁers.
The primary research implication of this study relates to reductions in costs incurred because
of spam/unsolicited bulk email. Email is fundamentally necessary for sharing information

between a number of units in an organization and for being competitive with business rivals. It
is a continual challenge for internet service providers to provide the best email services to their
customers. Although internet service providers and organizations are continuously adopting
novel spam ﬁltering approaches to reduce the number of unwanted emails, the desired effect is
frequently not achieved because of the cost of installation, issues of customizability and the risk
of misclassiﬁcation of important emails. This study deals with many of the issues and
challenges faced by organizations and internet service providers. It found that the proposed
models not only provided excellent performance accuracy, sensitivity, low FP rates and
customizability but also contributed to reducing the cost of spam. The same models may be
used for other text mining applications such as sentiment analysis, blog mining or news mining.
This research focuses on the classiﬁcation of spam emails that are written in the English
language, simply because of English a universally accepted language that is widely used to
write emails. No other languages have been included in this study. The body of an email ﬁle
is particularly suitable for content-based ﬁltering, as this method works with the content
(words/features) of the email data that is found in the body; hence, this research used only
the body of the emails. A critical category of spam is image spam, in which the content of
spam is absorbed into the image ﬁle; however, image spam has not been included in this
research. Only email messages have been incorporated, and no other message types such as
short message service or multimedia messaging service were a part of this study.
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