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Abstract
Purpose – Email spam classiﬁcation is now becoming a challenging area in the domain of text
classiﬁcation. Precise and robust classiﬁers are not only judged by classiﬁcation accuracy but also by
sensitivity (correctly classiﬁed legitimate emails) and speciﬁcity (correctly classiﬁed unsolicited emails)
towards the accurate classiﬁcation, captured by both false positive and false negative rates. This paper aims
to present a comparative study between various decision tree classiﬁers (such as AD tree, decision stump and
REP tree) with/without different boosting algorithms (bagging, boosting with re-sample and AdaBoost).
Design/methodology/approach – Artiﬁcial intelligence and text mining approaches have been
incorporated in this study. Each decision tree classiﬁer in this study is tested on informative words/features
selected from the two publically available data sets (SpamAssassin and LingSpam) using a greedy step-wise
feature search method.
Findings – Outcomes of this study show that without boosting, the REP tree provides high performance
accuracy with the AD tree ranking as the second-best performer. Decision stump is found to be the underperforming classiﬁer of this study. However, with boosting, the combination of REP tree and AdaBoost
compares favourably with other classiﬁcation models. If the metrics false positive rate and performance
accuracy are taken together, AD tree and REP tree with AdaBoost were both found to carry out an effective
classiﬁcation task. Greedy stepwise has proven its worth in this study by selecting a subset of valuable
features to identify the correct class of emails.
Research limitations/implications – This research is focussed on the classiﬁcation of those email
spams that are written in the English language only. The proposed models work with content (words/
features) of email data that is mostly found in the body of the mail. Image spam has not been included in this
study. Other messages such as short message service or multi-media messaging service were not included in
this study.
Practical implications – In this research, a boosted decision tree approach has been proposed and used
to classify email spam and ham ﬁles; this is found to be a highly effective approach in comparison with other
state-of-the-art modes used in other studies. This classiﬁer may be tested for different applications and may
provide new insights for developers and researchers.
Originality/value – A comparison of decision tree classiﬁers with/without ensemble has been presented
for spam classiﬁcation.
Keywords Adaboost, Bagging, Boosting, Decision tree classiﬁers, Greedy stepwise feature search
Paper type Research paper

Journal of Systems and
Information Technology
Vol. 20 No. 3, 2018
pp. 298-320
© Emerald Publishing Limited
1328-7265
DOI 10.1108/JSIT-11-2017-0105

1. Introduction
The business environment in the modern day world is highly competitive with little scope
for complacency. In the context of an open system of communications, the exchange and
sharing of information has become indispensable for organisations. A seamless exchange of
information amongst organisations leads to better understanding and value creation. At the
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same time, all forms of communication should be cost-effective and affordable. The cheapest
method of exchanging electronically stored messages between people is electronic mail or
“email”. With email messages, it is possible to send text ﬁles as well as non-text ﬁles such as
audio and image ﬁles. Emails can be exchanged over the internet as well as over public and
private networks.
One of the problems with email usage is unsolicited messages sent over the internet; this
is known as spam. Typically, entities use spam to send messages to a large number of email
users for the purposes of advertising, phishing or accessing information. By sponsoring
advertisements through e-mail spam, companies can earn huge money. As a consequence,
email users face different types of problems when they receive unsolicited messages that can
be harmful and unwanted.
According to recent research, the proportion of spams and their occurrence on the
internet, especially in the form of emails, has risen to a staggering 70 per cent of the entire
worldwide ﬂow of emails (Aladin Knowledge System). These spams occupy a major portion
of the available mailbox space, resulting in signiﬁcant time being wasted to remove them
(Lai, 2007). The thin demarcation between a legitimate or unwanted email creates the
necessity for a precise and robust spam ﬁlter.
The expertise of spammers makes the issue more challenging. Spammers use various
methods to send spams that are a challenge to anti-spam systems. One of the methods used
by spammers is “tokenization”, where the structure or the content of the email is fragmented
into multiple parts or divisions such as “three” written as “thr33” or adding an HTML link to
the email. The email itself is very different from any legitimate information sent to the user
(Trivedi and Dey, 2013a).
In this paper, a comparative study of different decision tree classiﬁers that classify emails
into spam (unsolicited) or ham (legitimate) has been carried out. Using two data sets available
on the public domain, all the decision tree classiﬁers are tested and compared with/without
‘boosting algorithm.' After comparison, a precise and robust decision tree model with boosting
has been successfully formed using the email spam classiﬁcation applications.
In current literature, decision tree classiﬁers have a prominent place. Sometimes, it is
found to be more user-friendly than other popular classiﬁers such as neural network and
support vector machines due to its capability to tackle the presentation of data in an efﬁcient
way. A number of approaches to develop a decision tree have been successfully proposed
(Quinlan, 1993). Another important feature of decision tree is its ﬂexibility in handling realvalue and categorical attributes as well as items with missing attributes. In addition,
decision trees have the capacity to classify more than two class problems efﬁciently and can
be modiﬁed to deal with regression problems (Kingsford and Salzberg, 2008).
This study recommends a decision tree classiﬁer in association with boosting
algorithms; the overall delivery of the classiﬁer makes for better precision and efﬁciency.
The respective classiﬁer uses the technique and voting mechanism to elevate performance.
The rest of the paper is presented as follows. Section 2 discusses the related work. Section
3 covers the machine learning classiﬁer. Section 4 discusses experimental design. Section 5
discussed Results and ﬁndings followed by a conclusion in section 6.
2. Related work
Spam classiﬁcation is a challenging area because of the smart activities of spammers; they
frequently alter the spam words to introduce different forms of attack. A number of machine
learning based classiﬁers have been highlighted in the literature to counter the above
attacks. This section shows some existing work related to this research.
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Decision trees (Carreras and Marquez, 2001) have been widely implemented in the
research of classiﬁcation. A decision tree constructs some observations about instances to
draw a classiﬁcation decision. For training, it takes one observation at a time to split the
data. It chooses the order in which to examine observations.
Rios and Zha (2004) designed a random forest (RF) classiﬁer to test on a time-indexed
data that incorporates text and metadata features. They have observed from this study that
RF was as good as SVM in terms of false positive rate.
A boosting approach has also been used in spam classiﬁcation research. Sakkis et al.
(2001) have produced a combining classiﬁer to generate an improved ensemble. This
classiﬁer includes Naive Bayes (NB) and kNN classiﬁers to obtain best classiﬁcation results.
Another piece of research by Carreras et al. (2003) predict that boosted decision tree
performs better than a decision tree classiﬁer alone. A study by Trivedi and Dey (2013b)
demonstrates boosting approaches and studies their effect on probabilistic classiﬁers; they
identiﬁed that this method helps classiﬁcation by boosting performance even with a small
subset of informative features. Datta et al. (2015) worked on video trafﬁc classiﬁcation with
j48 and AdaBoost, where they carried out experiments on Google hangout data with 2.5
packets collection; this achieved 99.99 per cent accuracy. Gashti (2017) examined spam email
classiﬁcation with decision tree (CART), SVM, NB and multi-layer perception (MLP),
achieving 87.05 – 100.00 per cent accuracy for the CART algorithm. Conversely, work done
by Shah and Kumar (2018) incorporates decision tree (Id3) and other machine learning; this
shows accuracy up to 83.92 per cent
3. Machine learning classiﬁers
3.1 Decision tree
A simple decision tree classiﬁer (Trivedi and Dey, 2013c) is based on the C4.5 algorithm. The
C4.5 algorithm selects the most informative feature from the set of features. The feature is
selected by normalising the information gain (i.e. entropy difference). This algorithm follows
some base cases:
 If the entire sample belongs to a similar category, a leaf node in the decision tree is
constructed to select that class.
 If none of the features offer information gain, it develops a decision node higher up
in the tree by calculating the expected value of the class.
 If the example of a previous untouched class is encountered, it again creates a
decision node higher up the tree by calculating the expected value of the class.
Algorithm for C4.5:
 Veriﬁcation of base cases
 For each feature xi , calculate normalise information gain.
 For the most informative feature xi (higher normalise gain), develop a decision node
b
that splits onxib .
 Revise above steps on the sub lists constructed from splitting on xi .
b
In this paper, three different kinds of decision tree classiﬁers are used:
3.1.1 Alternating decision tree. An alternating decision tree (Freund and Mason, 1999) is
a machine learning classiﬁer which works by generalising the decision tree and has a
connection with boosting. This decision tree classiﬁer is constructed from decision and
prediction nodes. In addition, the decision nodes assume some predicate condition whereas
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prediction nodes carry a single number. The prediction nodes are found in both the roots
and leaf. The classiﬁcation mechanism is constructed by following each path for all decision
nodes that are fulﬁlled and then adding any prediction nodes that are traversed.
3.1.2 Decision stump. This decision tree classiﬁer (Iba and Langley, 1992) is a one level
decision tree because it carries only one internal node which connects to the terminal node
(leaves). Decision stump works by developing prediction that depends on the value of a
single input feature. This classiﬁer is also known as the 1-rule classiﬁer.
3.1.3 Reduced error pruning (REP tree). This decision tree (Quinlan, 1987; Witten and
Frank, 2005) works on the regression tree logic and constructs multiple trees iteratively.
Among all generated trees, it selects the best one to represent whole trees. For pruning, it
calculates the mean square error on the predictions produced by the trees.
3.2 Boosting algorithms
“Boosting” is a method which works on improving the performance of any machine learning
algorithms. Theoretically, this method is used to minimise the learning error of a “weak”
Zhou (2012) learning algorithm and focuses on building an ensemble of the many classiﬁers
which are weak (unable to handle data sample efﬁciently) algorithms; this improves results
in a logical manner rather than random guessing (Freund and Schapire, 1996).
The concept of boosting algorithms is taken from the bootstrapping method (Duda et al.,
2001; Efron, 1982). Bootstrapping is used to assess the statistical accuracy of estimates. It
works on a sampling-based statistical method where the sample is drawn with replacement
from data points set. For the various applications of classiﬁcation, some boosting algorithms
have performed well with signiﬁcant results. Different kinds of boosting algorithms have
been used in this research as follows:
3.2.1 Bagging (Bag). A bagging technique (Duda et al., 2001; Breiman, 1996; Friedman
et al., 2001) works on the bootstrapping concept and is used to classify data from various
applications. After the generation of individual bootstraps, it aggregates them. Let us
consider a training set T ¼ ft1 ; t2 . . .tn g with ti ¼ ðxi ; yi Þ. This algorithm focuses on ﬁtting a
regression model to develop a prediction fxb at the input x. By averaging the prediction over
the set of bootstraps, it reduces the variance and increases the accuracy. In this paper, the
model is ﬁtted by prediction fxb for each bootstrap sample Tb with b ¼ 1; 2; 3; . . .B. The
bagging estimation can be deﬁned by equation (1):

fxbag ¼

B
1X
fb
B b¼1 x

(1)

Algorithm for bagging:
Input: Training set T ¼ ft1 ; t2 . . .tn g with ti ¼ ðxi ; yi Þ. Number of sample version of
training set B
Output: A boosted classiﬁer with the training set Gx .
For n = 1 to B
 drawing with replacement K # N sample from the training set T, taking the nth
sampleT n ;
 training of the classiﬁer Gn , for each sample T n; and
 produce the ﬁnal classiﬁer as a vote of Gn with n = 1 to B.
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Gx ¼ sign

B
X

Gxn

n¼1

!

(2)

3.2.2 Boosting (Resample method). Boosting with re-sample technique works in a
similar way to bootstrap and bagging. The only difference is the bootstrapping and
bagging techniques use sampling with the replacement while boosting with re-sample
performs sampling without replacement. This technique was introduced by Schapire
(1990).
Algorithm for classiﬁcation:
Input: Training set T ¼ ft1 ; t2 . . .tn g with ti ¼ ðxi ; yi Þ. Number of sample version of
training set B
Output: A boosted classiﬁer for the training set Gx.
 Drawing without replacement K 1 < N sample out of the training set T to ﬁnd the
sample T1.Training of the weak classiﬁer G1, for each sample T1.
 Choose K 2 < Nsample from the training set T together with half of misclassiﬁed
sample obtained by G1. Training of weak classiﬁer G2 on it.
 Choose all other samples misclassiﬁed by G1 and G2 and train weak classiﬁer G3
on it.
 Build the ﬁnal boosted classiﬁer based on the voting of weak classiﬁers
Gx ¼ sign

X
3

Gx
n¼1 n



(3)

3.2.3 Adaptive boosting (AdaBoost). AdaBoost (Friedman et al., 2001; Freund and Schapire,
1996) uses the concept of reweighting the data rather than random sampling. It works on the
concept of building the ensemble for the classiﬁers to improve the performance accuracy.
x
This algorithm combines the output
of the weak
 M
 classiﬁerGm , for the ﬁnal classiﬁcation
XM
decision carried out by Gx ¼ sign u m m¼1 Gxm .
Algorithm for classiﬁcation:
Input: Training set T ¼ ft1 ; t2 :::tn g with ti ¼ ðxi ; yi Þ. Number of sample version of
training set B
Output: A boosted classiﬁer for the training set Gx.
(1) Initialise the weights wti ¼ N1 ; i ¼ f1; 2; 3; :::N g.
(2) For m ¼ 1; 2; 3; :::M.
 Learn the classiﬁer Gx from the training data according to their weights
m
wti .
XN



rr
Compute error term Em
¼



Evaluate weight contribution.



u m ¼ 0:5logð1 EE Þ.



Substitute wti

rr
m

wti I yi 6¼ Gxmi
XN
wt
i¼1 i

i¼1



rr
m

wti Exp

u ðmÞ I yi 6¼ Gxmi



then renormalize

X
wti ¼ 1.
i

(3)
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The ﬁnal boosted classiﬁer
0
1
Mx
X
Gxm A
Gx ¼ u m sign@

(4)
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m¼1

4. Experimental design
4.1 Data sets
4.1.1 SpamAssassin. The main data set of this study is SpamAssassin (Trivedi and Dey,
2013a, 2013b, 2013c, 2014). This data set includes some older and some recent spam emails
produced by some non-spam-trap sources. From the entire spam outsets, 2350 spam email
ﬁles are taken for this study. This data set also has some easy and hard legitimate ﬁles. To
balance the rate, easy and hard email ﬁles are mixed together to produce 2,350 ham email
ﬁles. Easy and hard ham emails are distinguished by the complexity imbibed on them. Easy
emails can be simply identiﬁed and classiﬁed, whereas hard ham emails are affected by
some attacks (such as imbibe HTML code, unusual HTML markup, different coloured text,
Spammish-sounding phrase on the features) carried out by spammers; this makes it difﬁcult
to identify such emails.
4.1.2 LingSpam. The second data set is taken from the LingSpam corpus. This corpus
includes four different versions of email ﬁles such as bare (Lemmatiser disabled and stopword disabled), lemme (Lemmatiser enabled and stop-word disabled), lemm_stop
(Lemmatiser enabled and stop-word enabled) and stop (Lemmatiser disabled and stop-word
enabled). For this study, 478 spam ﬁles and 478 ham ﬁles, including all versions of
LingSpam corpus, is chosen (Sahami et al., 1998; Cranor and LaMacchia, 1998).
4.2 Pre-processing of data set
Pre-processing (Sergienko et al., 2017) (Figure. 1, Table II) is performed to transform the
incoming email ﬁles where strings of characters are transformed to a representation suitable
to the classiﬁcation algorithm.
Figure 1 clearly depicts the structure of a spam classiﬁer where an email ﬁle with header
and body undergoes the process of pre-processing. In this research, only the body part has
been included as this part of the email has the main content. In the pre-processing phase,
tokenisation (extraction of the words from the email ﬁle), stop word removal (removal of the
words that often occur in the email ﬁles such as “articles”, “prepositions” etc.) and
lemmatisation (reducing word to its normal form, such as “boosting, boosted” may be
reduced to “boost” only) are carried out (Patel and Patel, 2017). After the feature extraction
process, feature selection is introduced where an informative feature of the words is selected.
In this research, “greedy stepwise feature subset selection method” is involved. After
gathering all of the informative features, feature representation is conducted. A binary
feature representation method is involved to produce a term to documents matrix (TDM).
Finally, a machine learning model is trained and validated with the classiﬁcation output.
The following section describes all the steps of a spam classiﬁer in detail.
4.2.1 Feature extraction. In this process (Ramya et al., 2017), the information from the
email ﬁles is extracted to develop an associated feature dictionary. The string-to-word-vector
mechanism is applied; this process includes HTML (or other) tags removal, stop-word removal
(some words which appear very often such as articles, prepositions and conjunctions etc.) and
lemmatisation (reducing words to their basic form such as improving to improve). The
selected feature set is then taken through the dimensionality reduction process.
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Figure 1.
Structure of spam
classiﬁer

4.2.2 Dimensionality reduction. The major problem in spam classiﬁcation is high
dimensionality (Trivedi and Dey, 2016a, 2016b, 2016c, 2016d) of the feature space, where one
dimension of a unique word is found in many ﬁles. This large set of the feature space creates
difﬁculty for standard classiﬁcation methods, as the computation process is costly and also
results are found to be unreliable. Therefore, this large feature space has to be reduced. This
reduction process is known as dimensionality reduction and is enabled by a feature selection
process.
4.2.2.1 Feature subset search. This technique (Trivedi and Dey, 2013c; Tripathi and
Trivedi, 2016) is used to obtain the most informative feature subset aimed at reducing the
feature space. Many feature selection mechanisms have been popularised in existing
literature; these include wrapper feature subset, classiﬁer subset evaluator, consistency
subset evaluator, cost-sensitive subset evaluator, etc.
These methods basically use the feedback concept and machine learning algorithm to
select the most informative feature subset. Various studies have examined different feature
subset selection methods for searching out the most informative features along with
machine learning classiﬁers. In this research, greedy step-wise search (Trivedi and Dey,
2013c) is considered.
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S/N

Author(s) and year

Model used

Data source/corpus

Accuracy (%)

1

Drucker et al. (1999)

3

Carreras and Marquez
(2001)
Rios and Zha (2004)

Email data from
AT&T Technical staff
PU1 corpus

Error rate1.8-2.78%

2

4

Ntoulas et al. (2006)

Boosting decision trees
and other ML
Decision Tree and
other ML
Random Forest and
SVM
Decision Tree and
other ML

5

Yang et al. (2006)

Model based on
embedded decision tree

6

Exarchos et al. (2007)

Decision Tree

7

Gadat and Younes
(2007)

8

Castillo et al. (2007)

Stochastic gradient
descent algorithm,
Random forest
Decision Tree

9

Koprinska et al. (2007)

Decision Tree, RF and
other ML

10

Abu-Nimeh et al. (2007) SVM and Various
Tree-based classiﬁers

11
12

Youn and McLeod,
(2007)
Tang et al. (2008)

13

Janecek et al. (2008)

14

16

DeBarr and Wechsler,
(2009)
Abdulsalam et al.
(2011)
Erdélyi et al. (2011)

Random Forests, and
Active Learning
Streaming Random
Forests
Ensemble selection,
Logit Boost and
Random Forest

17

Kumar et al. (2012)

19

Zang et al. (2012)

Decision Tree with
other Machine
Learning Model and
different feature
selection
Wrapper feature
selection with Decision
tree

15

Ontology based
Decision Tree
Random Forest and
SVM
Decision Tree and
other ML

60,000 Spam and 15000
Ham
Collection of 105, 484,
446 web pages by MSN
search crawler
LingSpam and
SpamAssassin
Corpus from European
Society of Cardiology
ST-T database
Leukaemia Database
WEBSPAM-UK2006
corpus
Email from four users
(U1-U4) and Authors
email U5, Ling Spam,
PU1 and U5Spam
A
corpus of 2889
phishing and
legitimate emails
4600 emails 39.4%
spam rate
IPs From the Trusted
source corpus
TREC 2005 e-mail
corpus and drug
discovery corpus
2007 TREC Public
Spam Corpus
Synthetic and real
corpuses
WEBSPAM-07, ECML/
PKDD Discovery
Challenge corpus
DC2010
Spam base dataset

5600 emails data set

Decision tree
approaches

F Value 89.25
NA

305

95.4
MMR % = 0.90-1.76
(LingSpam), 3.08-4.03
(SpamAssassin)
92
Rate of
misclassiﬁcation = less
than 0.05
F-Value 64.6
68.32-96.03

87.07-90.24

97.17
95.71
99.7 for ﬁrst data and
79.5 for second data
95.2
Classiﬁcation error %
= 0.0-1.2
3.5-5 % improvement

90% to 95%

Error of misclassifying
non spams as spams is
only 1%
(continued)

Table I.
Research work
related to tree-based
algorithms
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S/N

Author(s) and year

Model used

Data source/corpus

Accuracy (%)

20

Trivedi and Dey
(2013a, 2013b, 2013c,
2013d)
Zhang et al. (2014)
Jayetta Datta et al.
(2015)
Goyal et al. (2016)
Khodabandehlou and
Zivari Rahman (2017)
Gashti, (2017)

Boosting approaches
on Probabilistic
classiﬁers
Decision Tree
J48 with AdaBoost

Enron Email data

88-92%

6000 emails Dataset
Google hangout data

91.02-94.27%
99.99%

Datasets of twitter
Customer behavioural
data
Spam Base, Ling Spam
and PU1
10000 email data for
training and 2000 email
data for testing

74.8% for decision tree
ANN was good than
Decision Tree (97.92)
87.05-100.00%

21
22
23
23
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24
25

kNN and Decision Tree
Decision Tree and
ANN with boosting
decision tree (CART),
SVM, NB and MLP
Shah and Kumar (2018) ID 3 and other machine
learning methods

Table I.

1
2
3
4
5
6
7
8
9
10
11
12
13
14
Table II.
15
Document term
16
binary representation 17

78.57-83.92%

Step

Submit

Taint

Thousands

Top

Total

Trading

Transaction

0
0
0
0
0
0
0
0
1
0
0
0
0
0
0
0

0
0
0
0
0
0
0
0
1
1
0
0
0
0
0
0

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

0
0
0
0
0
0
0
0
1
0
0
0
0
0
0
0

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

0
0
0
0
0
0
1
0
0
0
0
0
0
0
0
0

Let us consider fs as the feature set for the search process and fe the number of features
under evaluation with respect to their ﬁtness. Hence, the most informative feature wrapper
set fb* is:
fb* ¼ arg max fitðfs [ ffe gÞ
fe 62fs

(5)

4.2.3 Feature representation. An important component in text classiﬁcation research is the
features representation (Wu et al., 2016; Tripathi and Trivedi, 2016). In email ﬁles, the text is
generally obtained from the body of the message but sometimes the header and subject can
also be considered. One of the popular representation techniques is the bag of words (BoW)
(also known as vector space model). Some other approaches, such as character N-gram, are
also used for representation but have not been practised extensively, particularly for spam
classiﬁcation.
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Sometimes, selected features are represented by a binary representation method where
email ﬁles and words together form a binary matrix, known as the term-document matrix
(TDM). This method is known as the term weighting method. This binary matrix contains
binary values (1 and 0), where 1 indicates the presence of the particular feature or word in a
speciﬁc email ﬁle and 0 otherwise.
Term weighting method has been chosen for this research. Let us suppose that each
email ﬁle is represented as a column vector Dx deﬁned by the words extracted from the email
ﬁles, i.e. Dx ¼ w1 ; w2 ; w3 :::: where wi is termed as ith word/feature of the email document dx
(Aas and Eikvil, 1999). The combination of all email documents and words form a M  N
matrix where Mrepresents the number of distinct features and Nrepresents the number of
email instances. Table III represents the term document relationship as a aij matrix that is
deﬁned as the degree of relationship between word i (column) and email ﬁlej(row).
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4.3 Evaluation
To classify emails, a number of the most informative features were selected separately from
two different datasets. Thereafter, data are split with 66 per cent data taken for training; the
remaining 34 per cent of data is used to test the concerned classiﬁers. This study used three
different performance measure metrics (Table IV) for evaluation and analysis purpose. The
simplest instrument of this study is the performance accuracy, deﬁned as the percentage of
accurate classiﬁed emails ﬁles. The second metric, i.e. F-value is also recorded for accuracy;
it is deﬁned as the harmonic sum of precision (fraction of retrieved classiﬁed email ﬁles that
are relevant) and recall (fraction of accurate classiﬁed email ﬁles that are retrieved); this is
considered as the most informative measurement. The last important metric taken in this
study is false positive rate that measures the sensitivity of accurate classiﬁcation and tells
“how many positive instances are misclassiﬁed.”
Where NHam!c is the total number of correctly classiﬁed ham emails; NHam!m is the
number of misclassiﬁed ham emails; NSpam!c is deﬁned as correctly classiﬁed spam emails
and NSpam!m is the total number of misclassiﬁed spam emails.
Tokenisation

After pre-processing

After feature selection

Delivered
Exim
Habeas
For
Habeas
If
Justin

Deliver
Exim
Habeas
Justin
business
package
cash

Spamassassin
Taint
Communication
Geneva
Jalapeno
Users
Laugh

Instruments

Related formulas

Accuracy

Accuracy ¼ N

F-Value
False positive rate

F¼

Ham!c

Table III.
Most informative
feature selection
process
(SpamAssassin data
set)

NHam!c þ NSpam!c
þ NHam!m þ NSpam!c þ NSpam!m

2  Precision  Recall
PrecisionþRecall

FPrate ¼ N

NHam!m
þ NHam!c

Ham!m

Table IV.
Instruments for
performance measure
(Sebastiani, 1999)

JSIT
20,3

A. Software:
MATLAB 2008 and JAVA-based environment on the WINDOW 7 operating system with
4GB RAM has been used for this research. In this study, all the classiﬁcation models were
tested with the help of JAVA-based tools. Classiﬁcation results were taken for visualisation
with the help of MATLAB 2008. This was available to us and has been used to make graphs
only.
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5. Results and discussion
The analysis is divided into three different sections. The ﬁrst section demonstrates the
analysis of concerned decision tree classiﬁers without boosting algorithms. The second part
shows the analysis of classiﬁers with the use of various boosting algorithms. The last
section demonstrates the analysis of combined effect. All analysis has been conducted with
the use of three metrics (performance accuracy, F-value and false positive rate). However,
the results of performance accuracy and F-value were similar to each other. All classiﬁers
were tested on two publically available datasets where the 36 most informative features
from the main dataset SpamAssassin and the 58 most informative features from the
LingSpam data set (taken for validation purpose) were selected; the greedy step-wise feature
subset selection method was used.
5.1 Analysis of decision tree classiﬁers (Without boosting)
5.1.1 With performance accuracy. Table V and Figure 2 demonstrate the performance of
concerned decision tree classiﬁers (AD tree, decision stump and REP tree) without boosting,
tested on the SpamAssassin data set. Results show that REP tree and AD tree give excellent
performance accuracy (97.5 and 96.3 per cent, respectively). Decision stump is predicted to
be an underperforming classiﬁer with 87 per cent performance accuracy.
The same classiﬁers tested on the LingSpam data set (Table VI and Figure 3) validate the
results emerging from the ﬁrst data set. In this case, the results for REP tree and AD tree
were more or less the same with performance accuracy of 96.1 and 96.3 per cent,
respectively. Decision stump has again performed relatively poorly with 82.2 per cent
accuracy.
5.1.2 With false positive rate. Table VII and Figure 4 show the false positive rate of the
classiﬁers without boosting for the SpamAssassin data set. Overall, decision stump
performed well in false positive rate (0 per cent), whereas the REP tree also gave a
satisfactory result with 1.4 per cent FP rate. In addition, AD tree (with 2 per cent FP rate) is
predicted to be worst in this case.
When the same classiﬁers were tested on the LingSpam data set (Table VIII and
Figure 4), contradictory results are obtained. In this case, AD tree (with 1.3 per cent FP rate)

Spam Assassin

Table V.
Accuracy and
F-Value for Spam
Assassin data set

BOOSTING
Without Boost
Bag
Boosting
ABoost

AD tree
Acc. (%)
F value (%)
96.3
97.1
97.7
98.1

96.3
97.1
97.7
98.1

Decision tree classifiers
Decision stump
Acc. (%)
F value (%)
87.2
87.2
95.8
94.4

87
87.1
95.8
94.3

REP tree
Acc. (%)
F value (%)
97.5
97.8
98.2
98.3

97.5
97.8
98.2
98.3
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Percentage Acc uracy

100

95

A D Tr e e
De c i s i o n S t u mp
RE P Tr ee

90

309
85
W/O Bo o s t

Ba g

Bo o s ti n g

ABo o s t

100

Perc entage F-Value
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95
A D Tr e e
De c i s i o n S t u mp
REP Tr e e

90

85
W/O Bo o s t

Ba g

Bo o s ti n g

Figure 2.
Accuracy and FValue for LingSpam
data set

ABo o s t

Mac hine Learning Classifiers

LingSpam
BOOSTING
Without Boost
Bag
Boosting
ABoost

AD tree
Acc. (%)
F-value (%)
96.3
97.3
97.8
97.9

96.2
97.2
97.8
97.8

Decision tree classifiers
Decision stump
Acc. (%)
F-value (%)
82.2
88.2
96.3
96.1

82.2
88.1
96.3
96

REP tree
Acc. (%)
F-value (%)
96.1
96.3
97.8
97.8

96
96.2
97.7
97.8

was predicted to be better, whereas the REP tree (with 1.9) was the second best classiﬁer.
Decision stump was worst (with 4.4 per cent FP rate) in this case.
5.2 Analysis of decision tree classiﬁers (With boosting)
5.2.1 With performance accuracy. From Table V and Figure 2, it is clear that boosting
improves the performance accuracy of the classiﬁers. These observations were noted from
classiﬁers tested on SpamAssassin data set; these demonstrate that REP tree and AD tree
are both good classiﬁers with/without boosting with performance accuracy 96.3 to 98.1 per
cent for AD tree and 97.5 to 98.3 per cent for REP tree. Decision stump is shown to be weak
with performance accuracy 87.2 to 94.4 per cent.
The same classiﬁers were tested on the LingSpam data set. Table VI and Figure 3
conﬁrm the results for the SpamAssassin data set. In this case, again REP tree and AD
tree are the best classiﬁers with/without boosting; performance accuracy for REP tree is

Table VI.
Accuracy and
F-Value for
LingSpam data set
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100

Percentage Ac c urac y

JSIT
20,3

95

90

AD Tre e
D e cisi o n Stu m p
R EP Tre e

85

80
W/O Bo o s t

Ba g

Bo o s ti n g

ABo o s t

Mac hine Learning Clas s ifers

Figure 3.
Accuracy and
F-Value for
LingSpam data set

Table VII.
False positive rate for
SpamAssassin data
set

Perc entage F-Value
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100

95

90

AD Tre e
D e ci si o n Stu m p
R EP Tre e

85

80
W/O Bo o s t

Ba g

Bo o s ti n g

ABo o s t

Mac hine Learning Clas s ifiers

SpamAssassin
FP rate (%)

AD Tree

Different decision tree classifiers
Decision stump

REP tree

BOOSTING
Without Boost
Bag
Boosting
ABoost

2
2
1.2
1.1

0
0
2.7
2.7

1.4
1
1.4
1.7

96.3 per cent to 97.9 per cent and 96.2 per cent to 97.8 per cent for AD tree. Decision stump
is found to be underperforming again with 82.2 per cent to 96.1 per cent performance
accuracy.
5.2.2 With false positive rate. In the case of boosting algorithms when tested on the
SpamAssassin data set (Table VII and Figure 4) in conjunction with different decision tree
classiﬁers, AdaBoost was best with 1.1 to 2.7 per cent FP rate.
Similar results were obtained from the LingSpam data set (Table VIII and Figure 4)
where again AdaBoost performed well with 0.6 per cent to 2.6 per cent FP rate.
5.3 Analysis with combination of boosting and decision tree
5.3.1 With performance accuracy. Table V and Figure 2 demonstrate the effect of various
boosting algorithms on the different decision tree classiﬁers tested on the SpamAssassin
data set. Results show that AD tree and REP tree are both proven to be excellent classiﬁers
with the use of AdaBoost and boosting with re-sample algorithms. AdaBoost was shown to
be the best boosting algorithm, while boosting with re-sample was the second best

F a l s e P o s i t i v e R a te ( In % )
F a l s e P o s i ti v e R a te ( In % )
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6
AD Tree
DSt ump
REP Tr ee

4

2

0

Without Boost

Bagging
Boosting
Boos ting Algorithm s (Ling Spam )

Figure 4.
FP rate for both
dataset

AdaBoost

SpamAssassin
FP rate (%)

AD Tree

Different decision tree classifiers
Decision stump

REP tree

BOOSTING
Without Boost
Bag
Boosting
ABoost

1.3
0.6
1.3
1.3

4.4
4.4
1.3
2.6

1.9
2.5
0.6
2.5

algorithm for boosting. REP tree with AdaBoost was identiﬁed to be a better combination
with 98.3 per cent accuracy, whereas REP tree with boosting with re-sample was second
best with 98.2 per cent performance accuracy; bagging is predicted to be a weak boosting
algorithm.
Table VI and Figure 3 demonstrate the observations of the classiﬁers tested on the
LingSpam data set that validates the SpamAssassin data set. In this case, the REP tree
classiﬁer with AdaBoost/boosting with re-sampling algorithms was best with 97.8 per cent
accuracy. The bagging algorithm has again proven to be weak.
5.3.2 With false positive rate. In the view of combined effect (Table VII, Figure 4), when
the same classiﬁers were tested with boosting algorithms on the SpamAssassin data set,
REP tree in conjunction with AdaBoost (with 1.2 per cent FP rate) is predicted to be
excellent, whereas REP tree (1 to 1.7 per cent FP rate) was the second best in all
combinations. Decision stump classiﬁer is again predicted to be worst.
On the other hand, the classiﬁers when tested on the LingSpam data set (Table VIII,
Figure 4) validate perfectly the results emerging from the SpamAssassin data set. In this

Table VIII.
False positive rate for
LinSpam data set

JSIT
20,3
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case, AD tree with Adaboost again proves to be better with 1.3 per cent FP rate; REP tree
with AdaBoost was second best.
5.4 Signiﬁcance test (10 fold cross-validation of accuracy and F-value)
Cross-validation is a method of evaluating classiﬁcation models by splitting the corpus
into a training set to train the model, and a test set to evaluate it. In 10-fold crossvalidation (Moreno-Torres, et al., 2012), the corpus is randomly split into ten equal size
subsamples. Of the ten subsamples, a single subsample is taken as the validation data for
testing the model, with the remaining nine subsamples used as training data. The crossvalidation process is then repeated ten times (the folds), with each of the ten subsamples
used exactly once as the validation data. The ten results from the folds can then be
averaged to get a single estimation. The advantage of this method is that all observations
are used for both training and validation, and each observation is used for validation
exactly once.
5.4.1 Analysis of accuracy and F value with 10-fold cross-validation. After crossvalidation, the results of accuracy and f-value of experiment setting 66-34 per cent training
and testing (Table V and VI; Figures 2, 3) and 10-fold cross-validation (Tables IX, X) have
been compared. Results of 10-fold cross-validation strongly support the results from the ﬁrst
experiment setting for both datasets. In the validation process, again the REP decision tree
with Adaboost has been predicted as the most accurate model among those tested in this
study with 99.1 per cent accuracy for the SpamAssassin data set and 98.2 per cent for the
Lingspam data set.
5.4.1.1 Discussion and comparison. Table XI shows the comparative analysis of decision
tree classiﬁers in recent work. The work done by Trivedi and Dey (2013d) uses decision tree
classiﬁers and builds a model for Enron dataset with 88-92 per cent accuracy. If we compare
the proposed boosted decision tree model, it clearly depicts that the proposed model

LingSpam

Table IX.
Accuracy and
F-Value for
SpamAssassin data
set

BOOSTING
Without Boost
Bag
Boosting
ABoost

LingSpam

Table X.
Accuracy and
F-Value for
LingSpam data set

BOOSTING
Without Boost
Bag
Boosting
ABoost

AD tree
Acc. (%)
F-value (%)
97.1
97.8
98.2
98.3

97.1
97.8
98.2
98.3

AD tree
Acc. (%)
F-value (%)
96.8
97.9
98.0
98.1

96.8
97.9
98.0
98.1

Decision tree classifiers
Decision stump
Acc. (%)
F-value (%)
88.7
89.1
96.4
95.2

88.7
89.1
96.4
95.2

Decision tree classifiers
Decision stump
Acc. (%)
F-value (%)
83.4
89.1
97.2
97.1

83.4
89.1
97.2
97.1

REP tree
Acc. (%)
F-value (%)
98.3
98.4
99.1
99.1

98.3
98.4
99.1
99.1

REP tree
Acc. (%)
F-value (%)
97.2
97.5
98.2
98.2

97.1
97.5
98.2
98.2

S/N

Authors

Methods

1

Trivedi and Dey (2013a,
2013b, 2013c, 2013d)
Zhang et al. (2014)
Jayetta Datta et al.
(2015)
Goyal et al. (2016)
Khodabandehlou and
Zivari Rahman (2017)
Gashti (2017)

Boosting approaches on Enron Email data
Probabilistic classiﬁers
Decision Tree
6000 emails Dataset
J48 with AdaBoost
Google hangout data

2
3
4
5
6
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7
8

kNN and Decision Tree
Decision Tree and ANN
with boosting
decision tree (CART),
SVM, NB and MLP
Shah and Kumar (2018) ID 3 and other machine
learning methods
Proposed work
Boosting Decision Tree

Decision Tree with
Boosting

Data sets

Datasets of twitter
Customer behavioural
data
Spam Base, Ling Spam
and PU1
10,000 email data for
training and 2,000
email data for testing
Spamassassin (4,700
emails), Ling Spam (956
emails)

Accuracy in %

Decision tree
approaches

88-92%
91.02-94.27%
99.99%
74.8% for decision tree
ANN was good than
Decision Tree (97.92)
87.05-100.00%
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78.57-83.92%
99.1 (for Spamassassin),
98.2% (for Ling Spam)

compares favourably to Trivedi and Dey (2013d). The proposed model may also be tested on
Enron data set. On the other hand, the proposed boosted decision tree model performs well
in comparison to the work conducted by Zhang et al.( 2014), Goyal et al. (2016),
Khodabandehlou and Zivari Rahman (2017) as well as Shah and Kumar (2018). The
proposed model may also be validated on the data set used in the studies mentioned. If the
comparison of the proposed model is made with the work of Gashti, (2017) – a model with
accuracy 87.05 to 100 per cent – our model is comparable with accuracy 98.2 to 99.1 per cent.
After comparing the results of the proposed model with others in the ﬁeld, it is evident that
the proposed model shows promise in detecting spams from emails. However, the proposed
model may be tested with other data sets.
5.5 Wilcoxon signed-rank test (For matched dataset)
This study uses the Wilcoxon signed-rank test (Hu et al., 2016) for further veriﬁcation of the
predictive accuracy of the decision tree classiﬁers used. The Wilcoxon signed-rank test is
used to test whether the outcome of the two classiﬁers is signiﬁcantly different or not
(Demšar, 2006). The null hypothesis for this setup would be “the predictive capability of two
machine learning classiﬁers is the same”; hence, the mean difference of the accuracy of the
classiﬁers would be zero. In this study, all the machine learning classiﬁers are tested on two
different data sets. At ﬁrst “Wilcoxon signed-rank test” is performed on the SpamAssassin
dataset and then on the Lingspam data set. Table XII and Table XIII show the p-values of
the pair-wise machine learning classiﬁers based on the values of F-measures for the
SpamAssassin and Lingspam data sets, respectively. In Tables XII and XIII, the p-values
that are greater than the signiﬁcant level (i.e. p > 0.05) have been illustrated in bold. Four
observations are noted from the tables:
(1) Observation 1: In terms of F-measure of the two data sets, most of the pair-wise
decision tree classiﬁers are signiﬁcantly different (p-value < 0.05) from the others
with only a small number of exceptions (p-value > 0.05).
(2) Observation 2: REP tree and AD tree with Adaboost and boosting with re-sample
methods perform well, signiﬁcantly different from the decision stump classiﬁer.
The predictive capability of AD tree and REP tree with Adaboost was comparable.

Table XI.
Comparison with
other work

Table XII.
Wilcoxon’s signedrank test between
each pair OF
classifiers on the
spamassassin
dataset (F-measure)

3.01E-11
0.050092
3.01E-11

0.004317
3.00E-11
0.00007

3.01E-11
0.002819
3.01E-11
3.01E-11

Decision
stumpþ
Bagging
0.251828
3.00E-11
0.46873
1.10E-08
3.01E-11

REP
treeþ
Bagging

Note: * Wilcoxon’s Signed-Rank Test is performed on the 95% conﬁdence level

AD Tree
Decision Stump
REP Tree
AD Tree þ Bagging
Decision Stump þ Bagging
REP Tree þ Bagging
AD Tree þ Boosting
Decision Stump þ Boosting
REP Tree þ Boosting
AD Tree þ Adaboost
Decision Stump þ
Adaboost

REP tree

AD treeþ
Bagging
0.00195
3.00E-11
0.58941
1.76E-09
3.01E-11
1.83E-13

AD treeþ
Boosting
7.68E-08
3.00E-11
5.44E-09
0.000005
1.85E-13
1.85E-13
1.78E-09

Decision
stumpþ
Boosting
2.14E-10
3.00E-11
0.000051
3.00E-11
1.85E-13
1.85E-13
0.02096
3.00E-11

REP treeþ
Boosting

4.17E-09
3.01E-11
0.00095
3.01E-11
1.85E-13
1.85E-13
0.0829
3.01E-11
0.09184

AD treeþ
Adaboost

3.01E-11
3.01E-11
3.01E-11
3.01E-11
1.85E-13
1.85E-13
1.78E-09
3.51E-07
3.00E-11
3.01E-11

Decision
stumpþ
Adaboost
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P-values*

Decision
stump
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1.28E-09
3.01E-11
0.001902
3.01E-11
1.85E-13
1.85E-13
0.081979
3.01E-11
0.050883
0.830232
3.01E-11

REP tree
þ
Adaboost

JSIT
20,3

2.83E-11 0.410136
2.89E-11

REP tree
0.002308
2.87E-11
0.035407

2.83E-11
2.85E-11
2.88E-11
2.86E-11

0.028777
2.83E-11
0.007232
0.104225
2.82E-11

2.83E-11
2.86E-11
2.89E-11
4.10E-10
2.85E-11
3.12E-11

Decision
AD treeþ stumpþ REP tree þ AD tree þ
Bagging Bagging Bagging
Boosting

Note: * Wilcoxon’s signed-rank test is performed on the 95% conﬁdence level

AD Tree
Decision Stump
REP Tree
AD Treeþ Bagging
Decision Stump þ Bagging
REP Tree þ Bagging
AD Tree þ Boosting
Decision Stump þ Boosting
REP Tree þ Boosting
AD Tree þ Adaboost

P-values*

Decision
stump
0.060378
2.88E-11
0.593604
0.000074
2.88E-11
0.000262
2.88E-11

Decision
stumpþ
Boosting
2.84E-11
2.87E-11
2.89E-11
3.93E-09
2.86E-11
2.98E-11
0.116026
2.89E-11

2.87E-11
2.90E-11
2.93E-11
1.88E-10
2.89E-11
2.87E-11
0.057867
2.92E-11
0.001905

0.029507
2.83E-11
0.485631
0.000038
2.82E-11
0.000052
2.83E-11
0.010542
2.83E-11
2.87E-11

3.13E-11
1.77E-13
1.11E-09
0.000352
2.86E-11
2.77E-08
0.000015
4.09E-11
0.001375
3.27E-07

Decision REP tree
REP treeþ AD treeþ stumpþ
þ
Boosting Adaboost Adaboost Adaboost
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Table XIII.
Wilcoxon’s signedrank test between
each pair OF
classifiers on the
LingSpam data set
(F-measure)

JSIT
20,3

(3)

(4)
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Observation 3: The combination of REP tree and AD tree with/without boosting
are found to be comparable with (p-value > 0.05). This indicates that the strength
of both classiﬁers with/without boosting is signiﬁcant.
Observation 4: Decision stump classiﬁer with/without boosting is found to be the
underperforming classiﬁer of this research. In all cases, the AD tree and REP tree
with/without boosting are signiﬁcantly different from the decision stump classiﬁer
with/without boosting.

6. Conclusion
The impact of spam (unsolicited) emails poses a number of challenges for organisations
and huge potential ﬁnancial losses. Some machine learning classiﬁers lack effective
performance due to bad sampling and weak learning. With these challenges in mind, this
research has studied the performance of various decision tree classiﬁers (AD tree,
decision stump and REP tree) tested on two publically available data sets (SpamAssassin
and LingSpam). REP tree and AD tree have performed well, with REP tree proving to be
the best. Furthermore, different boosting algorithms (bagging, boosting with re-sample,
AdaBoost) are incorporated to enhance the decision tree classiﬁers. Among all decision
tree classiﬁers, REP tree and AD tree both perform well with AdaBoost and boosting
with re-sampling; REP tree with AdaBoost is also found to be a good combination.
Greedy step-wise search shows promise in searching out the most informative features of
the datasets.
In addition, to validate the performance of the decision tree classiﬁers, 10-fold crossvalidation of accuracy and F-measure has been conducted. In the validation process, the
results show strong support to the results obtained from the 66-34 per cent training and
testing split setup.
Furthermore, to check the signiﬁcant difference of the performance accuracy and
F-measure of decision tree classiﬁers, the Wilcoxon signed-rank test of matched data was
carried out for both datasets. The results of this test suggest that most of the decision tree
classiﬁers are signiﬁcantly different on 95 per cent conﬁdence interval (p-value < 0.05) from
others with only a small number of exceptions (p-value > 0.05). Finally, this research
concludes that REP tree and AD tree with Adaboost algorithms and boosting with resample
are effective in classifying spam and ham emails.
This study imposes some limitations as well. Only English language emails have been
used in this study. Neither sort message services nor multimedia services were incorporated.
Image spam and attachments were not considered for this research. Training and testing
time were not taken into account. To enhance this model, we are suggesting some future
work as the follow up to this study.
In future, these boosting algorithms may be tested with other machine learning
classiﬁers. The same study may be performed on other data sets. As this study concerns
only email spam classiﬁers, the same proposed models may be used for other machine
learning applications such as sentiment analysis, blog mining, news mining and other data
and text mining applications. This research has taken only the body part of emails for
analysis. Both header and body parts may be taken together for further research. Another
limitation of this study is training time that has not been addressed. In future, the same
models may be tested with other metrics such as training and testing time and ROC
measure.
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